applied system
innovation

Article

Advanced Control Strategies for Securing UAV Systems:
A Cyber-Physical Approach

Mohammad Sadeq Ale Isaac 1>*(, Pablo Flores Peiia 3>4*+{), Daniela Gifu >*

check for
updates

Citation: Ale Isaac, M.S.; Flores Pena,
P; Gifu, D.; Ragab, A.R. Advanced
Control Strategies for Securing UAV
Systems: A Cyber-Physical Approach.
Appl. Syst. Innov. 2024, 7, 83. https://
doi.org/10.3390/asi7050083

Academic Editor: Igor Korobiichuk

Received: 28 July 2024
Revised: 27 August 2024
Accepted: 2 September 2024
Published: 6 September 2024

Copyright: © 2024 by the authors.
Published by MDPI on behalf
of the International Institute of
Knowledge Innovation and Invention.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

and Ahmed Refaat Ragab 34611

Computer Vision and Aerial Robotics Group, Centre for Automation and Robotics (C.A.R.),
Universidad Politécnica de Madrid (U.P.M.-CSIC), 28006 Madrid, Spain; mo.aleisaackhoueini@upm.es
Wake Engineering Company, 28906 Madrid, Spain

Department of Electrical Engineering, University Carlos III of Madrid, 28919 Madrid, Spain;
pablo.flores@drone-hopper.com

Drone-Hopper Company, 28919 Madrid, Spain

Institute of Computer Science, Romanian Academy-Iasi Branch, Codrescu 2, 700481 Iasi, Romania;
daniela.gifu@iit.academiaromana-is.ro

Department of Network, Faculty of Information Systems and Computer Science, October 6 University,
Giza 12511, Egypt

Correspondence: ahmed.refaat.csis@o6u.edu.eg or a.refaat@drone-hopper.com

These authors contributed equally to this work.

¥ Current address: Drone Hopper Research Center, Calle Mahén 8, 28290 Las Rozas de Madrid, Spain.

Abstract: This paper explores the application of sliding mode control (SMC) as a robust security
enhancement strategy for unmanned aerial vehicle (UAV) systems. The study proposes integrating
advanced SMC techniques with security protocols to develop a dual-purpose system that improves
UAV control and fortifies against adversarial actions. The strategy includes dynamic reconfigura-
tion capabilities within the SMC framework, allowing adaptive responses to threats by adjusting
control laws and operational parameters. This is complemented by anomaly detection algorithms
that monitor deviations in control signals and system states, providing early warnings of potential
cyber-intrusions or physical tampering. Additionally, fault-tolerant SMC mechanisms are designed to
maintain control and system stability even when parts of the UAV are compromised. The methodol-
ogy involves simulation and real-world testing to validate the effectiveness of the SMC-based security
enhancements. Simulations assess how the UAV handles attack scenarios, such as GPS spoofing
and control signal jamming, with SMC adapting in real-time to mitigate these threats. Field tests
further confirm the system’s capability to operate under varied conditions, proving the feasibility
of SMC for enhancing UAV security. This integration of sliding mode control into UAV security
protocols leverages control theory for security purposes, offering a significant advancement in the
robust, adaptive control of UAVs in hostile environments.

Keywords: UAV; cyber-physical approach; non-linear control; SMC

1. Introduction

Unmanned aerial vehicles (UAVs) have become increasingly integral to various do-
mains due to their versatility and cost-effectiveness, including commercial, military, and en-
vironmental applications. However, this widespread adoption has also exposed UAVs to
a myriad of security threats that can compromise their functionality and safety. As the
Federal Aviation Administration (FAA) projects a significant increase in commercial UAVs
by 2025 [1], advanced Al-powered cybersecurity systems, like those offered by SkyGrid,
provide dynamic protection through machine-learning algorithms, enhancing defense
against both known and emerging threats [2]. By adopting these multi-layered security
strategies, organizations can safeguard their UAV operations against the evolving landscape
of cyber threats.
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As UAV technology advances, their integration into ad-hoc networks like the flying
ad-hoc network (FANET) is becoming increasingly viable, significantly enhancing their
operational capabilities in both commercial and military domains such as logistics and
surveillance [3]. However, the openness and reliance on unsecured communication proto-
cols in FANETSs increase their vulnerability to cyber-threats, including data interception,
unauthorized control, and denial of service attacks. These growing threats underscore
the urgent need for robust cybersecurity measures within UAV communication frame-
works. Additionally, as UAVs become more prevalent across various sectors, including
both legal and illicit activities, the need for advanced forensic capabilities to investigate
incidents effectively becomes critical [4]. The rapid pace of technological advancement
and the complexity of UAV operational environments necessitate updated protocols and
regulatory frameworks to ensure security and reliability. The integration of civilian drones
into everyday activities further amplifies these risks, particularly given their dependence
on wireless communication and remote control systems [5]. This evolving threat landscape
highlights the need for comprehensive security protocols to protect UAVs from cyberattacks
and ensure their safe operation in increasingly complex environments.

Additionally, the cybersecurity vulnerabilities of UAV systems have become increas-
ingly critical. UAVs are particularly susceptible to cyberattacks because they rely on
wireless communications and remote operations, exposing them to risks such as intercep-
tion, spoofing, and hijacking [6]. These vulnerabilities can lead to severe consequences,
including data theft, operational disruptions, and physical damages [7]. To mitigate these
risks, organizations need to implement robust security measures. These measures should
include the establishment of drone detection and response procedures, the utilization of
counter-UAS technologies, and the adoption of comprehensive cybersecurity solutions [8].

Meanwhile, Refs. [9-15], and other related survey works, provide a thorough overview
of UAV technologies, architectures, and the security threats they face, significant strides
have been made in identifying and categorizing the multifaceted security challenges across
hardware, software, communication, and sensor domains. Ref. [9] focuses on a comprehen-
sive approach to threat modeling and security assessments, yet it lacks extensive real-world
validation. Ref. [10] offers an in-depth classification of vulnerabilities and countermeasures
but is limited by a theoretical scope, providing little insight into practical implementa-
tions. Ref. [11] emphasizes the integration of advanced navigation algorithms and Al
for UAV surveillance, though it falls short in addressing real-world adaptability. Simi-
larly, Ref. [15] delivers a robust taxonomy of cybersecurity threats and defense mechanisms
but does not thoroughly test these in dynamic environments. Additionally, Refs. [12,13] ex-
plore emerging defense technologies and Al-based security enhancements, yet they too are
constrained by limited empirical validation. Collectively, these surveys underscore the ur-
gent need for further empirical research and validation to ensure the practical effectiveness
of proposed UAV security strategies across diverse operational scenarios.

Nonetheless, Ref. [16] highlights the latest advancements in UAV technology, focusing
on enhanced detection mechanisms like radio frequency and radar-based systems alongside
robust security measures such as jamming and signal redirection to protect against high-
assault threats. In a similar vein, Ref. [17] reviews the security challenges facing drones,
emphasizing vulnerabilities like unencrypted communication channels that expose UAVs
to hacking and control takeovers. Both papers stress the need for improved detection,
encryption, secure communication protocols, and advanced anomaly-detection systems to
defend against cyber and physical threats. Additionally, Refs. [18,19] outline the increasing
complexity of these threats, advocating for the integration of emerging technologies like
mmWave, massive MIMO, cognitive radio, machine learning, and the blockchain to enhance
UAV security. The reviews collectively underscore the critical importance of comprehensive
cybersecurity frameworks in maintaining the integrity and safety of UAV operations.

Given the dual threats faced by UAV systems, including physical attacks like intercep-
tion and sabotage, as well as cyber-threats such as hacking and data breaches, a combined
cyber-physical security approach is essential. Advanced non-linear control strategies, like
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sliding mode control, adaptive control, and robust control, are critical in ensuring respon-
sive and adaptable UAV operations. In line with this, Ref. [20] presents an approach to
enhancing UAV safety by detecting and compensating for attacks on flight trajectories,
particularly when trajectory data are compromised. The study introduces attack detection
and compensation mechanisms, including an attack observer (AO) and learning observer
(LO), which effectively distinguish between genuine disturbances and malicious attacks,
as demonstrated through simulations and experimental tests.

Focusing on sliding mode control (SMC), its inherent robustness against disturbances
and its ability to maintain performance under uncertain conditions make it an ideal choice
for dealing with unpredictable security challenges in UAV operations. To address these
challenges, the author’s previous works have concentrated on developing robust and
adaptive control methods for multi-ducted fan platforms aimed at maintaining system
stability during payload release and firefighting applications. Specifically, model reference
adaptive control (MRAC) was employed to counteract internal uncertainties, such as
changes in weight, while sliding mode control (SMC) algorithms were designed to mitigate
the effects of external disturbances [21-24].

Nevertheless, Ref. [25] addresses the security and formation tracking of multi-UAV sys-
tems under replay attacks by introducing an observer-based event-triggered sliding mode
control approach, which optimizes communication-based on attack severity to reduce data
transmission and energy consumption while maintaining performance. Similarly, Ref. [26]
presents a novel strategy for detecting and isolating cyber-attacks on quadrotor UAVs,
using modified sliding innovation sequences (MSIS) combined with an extended Kalman
filter (EKF) to enhance robustness against various cyber-threats, including false data in-
jection and denial-of-service attacks, with demonstrated effectiveness in simulations. Ad-
ditionally, Ref. [27] proposes a sliding mode control approach for multi-UAV air combat
management, integrating a threat assessment model and matrix game theory for strategic
target allocation, supported by a social behavioral-based control for managing UAV swarm
motion, which has been validated through simulation tests.

Meanwhile, Ref. [28] presents an advanced control methodology for fixed-wing
UAVs, introducing an adaptive backstepping sliding mode control technique that effec-
tively manages altitude, attitude, and velocity despite non-linearity and multi-variable
coupling, with real-time adjustments for uncertainties validated through extensive
numerical simulations. Similarly, Ref. [29] focuses on a robust control algorithm for
quadrotor UAVs, utilizing fixed-time sliding mode control (FTSMC) based on Lyapunov
theory to ensure stability and precise trajectory tracking despite disturbances. This study
compares FTSMC with non-singular terminal sliding mode control (NTSMC), highlight-
ing FTSMC's superior efficiency in reducing disturbances, making it well-suited for
dynamic operational environments.

Consequently, this paper focuses on developing and implementing a novel sliding
mode control (SMC)-based framework specifically designed to enhance UAV security by
dynamically responding to both cyber and physical threats. Unlike previous studies that
have typically addressed either cyber or physical threats in isolation, this work integrates
both into a unified control strategy, thereby improving UAV resilience and operational
integrity in hostile environments. The proposed framework not only leverages the robust-
ness of SMC against external disturbances but also introduces adaptive mechanisms that
allow the UAV to respond in real-time to evolving threats, which represents a significant
advancement over existing methods that often lack such adaptability and comprehensive
threat-mitigation capabilities.

This paper is organized into four sections: Section 2 discusses the proposed control
methodology and denotes the simulation procedure, Section 3 shows the results, and
Section 4 concludes the paper.
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2. Advanced Sliding Mode Control Framework for UAV Security

This section presents an advanced sliding mode control (SMC) framework tailored for
enhancing the security of unmanned aerial vehicle (UAV) systems, specifically focusing on
helicopter dynamics. The proposed methodology integrates adaptive and fault-tolerant
mechanisms to ensure robust and resilient UAV operations against both physical and
cyber threats.

2.1. Helicopter Dynamics

A set of non-linear differential equations typically represents the dynamic model of a
helicopter, which is defined with respect to two primary coordinate systems: the inertial
frame and the body frame, as depicted in Figure 1.

Inertial Frame Body Frame

Figure 1. The inertial frame vs. body frame of the helicopter. Different colors are used for a clearer
distinction between the components of each frame.

*  Inertial Frame (X, Y¢, Z¢): The inertial frame is a fixed coordinate system that serves
as a reference for the helicopter’s position and orientation in space. The axes X,, Ye,
and Z, are typically aligned with the north-east-down (NED) or Earth-centered Earth-
fixed (ECEF) directions, providing a global reference for the helicopter’s movement.
Forces such as the gravitational force W act in this frame, influencing the helicopter’s
position and orientation. Also, the velocity vector V represents the helicopter’s speed
and direction of movement relative to the inertial frame.

*  Body Frame (Xj, Yy, Zp): The body frame is a moving coordinate system that is fixed
to the helicopter. The axes X, Yj, and Z; are aligned with the helicopter’s forward,
right, and downward directions, respectively. This frame is used to describe the
helicopter’s dynamics relative to its own structure. The forces and moments, such
as thrust (T), angular velocities (€2), and moments (M), are represented in this frame,
influencing the helicopter’s movement and stability. The thrust vector T generated
by the helicopter’s propeller and the resulting moments M around the helicopter’s
center of mass are critical for controlling the helicopter’s movement and stability in
three-dimensional space. The figure also introduces key aerodynamic elements such as
the angle of attack («), which affects the lift and drag forces on the helicopter, and the
resultant aerodynamic force components along the X;, Y;, and Z; axes. Additionally,
the rotational angles (roll ¢, pitch 6, and yaw 1) define the orientation of the helicopter
relative to the Body Frame.

In this dynamic model, the state vector x includes positions, velocities, attitudes,
and angular rates, all of which are expressed in the body frame. Control inputs u, such
as the collective pitch, longitudinal cyclic pitch, lateral cyclic pitch, and tail rotor pitch,
are also defined relative to the body frame. The helicopter’s dynamics are influenced by
forces and moments that are calculated in the body frame but can be transformed into the
inertial frame for a global perspective on the helicopter’s motion. The state vector x for a
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helicopter includes positions, velocities, attitudes, and angular rates. The control inputs
u include the collective pitch, longitudinal cyclic pitch, lateral cyclic pitch, and tail rotor
pitch. The helicopter’s dynamics can be described as:

x = f(x) + B(x)u+d(t), 1)
where x = [¢,0,¥,p,q,7,u,v,w,x,Y, Z]T represents the state vector; ¢,6,1 are the roll,
pitch, and yaw angles; p, g, 7 are the angular rates; u, v, w are the velocities in the body
frame; x, y, z are the positions in the inertial frame; B(x) is the control effectiveness matrix,
reflecting the non-linear dynamics of the system and mapping the control inputs u to the
changes in the state vector x; u = [uy, u, u3, us]" are the control inputs; and d(t) represents
external disturbances and uncertainties.

In Equation (1), the control objective is to drive the state x to follow a desired trajec-
tory x,.

2.1.1. Translational Dynamics

Newton’s second law governs the translational motion of the helicopter:
mx = F, (2)

where m is the mass of the helicopter; x = [X, 7/, Z] T represents the acceleration vector in the
inertial frame; and F = [Fy, F,, F]T represents the total force vector acting on the helicopter.

The forces acting on the helicopter include aerodynamic forces, gravitational force,
and control inputs. The gravitational force is given by:

Eg = (0,0, —mg]", ©)
where g is the acceleration due to gravity.

2.1.2. Rotational Dynamics

The rotational dynamics of the helicopter can be described using Euler’s rotational
equations:
Jo=17—wx (Jw), (4)

where J is the inertia matrix of the helicopter; w = [p, g, 7] represents the angular velocity
vector in the body frame; and T = [1y, Ty, (A T represents the total torque vector acting on
the helicopter.

Rotor Dynamics and Flapping Motion

The rotor dynamics, particularly the flapping motion, significantly influence the
stability and control of the helicopter. The blade flapping motion is described by the
flapping angle f, influenced by aerodynamic forces, inertial forces, and control inputs.
The flapping motion is modeled as follows:

p+wip=0, 5)

where wp is the natural frequency of the flap. The blade response considering aerodynamic
forces can be represented as:

B+ 20wpp + wip = My, (6)

where Mg is the aerodynamic flap moment, ¢ is the damping ratio, and wy is the flap-
ping frequency.
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Aerodynamic Damping and Control Inputs

The control inputs, including the longitudinal and lateral cyclic pitches and the collec-
tive pitch, play crucial roles in the helicopter’s rotational dynamics. These inputs modify
the orientation of the thrust vector, impacting the helicopter’s roll, pitch, and yaw motions.
The dynamics are captured by [30]:

bom— Lot o+ Lo ta @)
- Tm e ZQIﬁ b Tm e v

. 1 k/g 1

Gb - _aeb + meu + agb +db/ (8)

where 6, and 6, are the longitudinal and lateral cyclic inputs, kg is the blade root stiffness,
Ig is the blade moment of inertia about the flap hinge, (1 is the rotor angular speed, and T,
is the rotor time constant. The terms d, and d}, represent unknown disturbances.

Rotor Dynamics and Flapping Motion

The rotor dynamics are crucial in determining the helicopter’s behavior. The main
rotor blades are not rigid and exhibit flapping motion, which can be represented by the
flapping angles a and b for longitudinal and lateral directions, respectively. The equations
can describe these dynamics:

4k _
1=l (Iﬁﬂg 8)“ B p+7m0(72 1”164)3’”
m

. Ym 8
b =n,0 b— ol —2_\a,,
T <7%4+64) a7+ m (7%#64) "

©)

where 7y, is the Lock number, () is the rotor angular velocity, I is the blade moment of
inertia, kﬁ is the blade stiffness coefficient, and A, By, are cyclic pitch angles [31].

Forces and Moments

The dominant forces and moments on the helicopter come from the main rotor and
can be expressed as follows:

F, = —Tsina,
F, = Tsinb,
F, = —Tcosacosb, (10)

My = (kg + THyyr)b,
My - (k‘B + THm}’>a/
where T is the thrust, Hy, is the main rotor height, and (4, b) are the flapping angles.

Considerations for Control Design

The inclusion of rotor dynamics and actuator dynamics, as well as aerodynamic damp-
ing, is essential for accurate modeling and control design. These dynamics can significantly
affect the helicopter’s response to control inputs, making it critical to incorporate them into
the control strategy to ensure stability and performance.

2.2. Enhanced Sliding Mode Control Design for Helicopter Attitude
2.2.1. Sliding Surface Definition

The sliding surfaces Sy(x), S¢(x), and Sy (x) for roll, pitch, and yaw controls are
defined as:
S¢(x) = éq) + )\4;64),
Se(x) = ég + Ages, (11)
SIP(X) = él/J -+ /\lpelp,
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where ey = ¢ — ¢y, 9 = 0 — 0; and ey = ¢ — P, are the tracking errors for roll, pitch,
and yaw angles, respectively, and Ay, Ag, and Ay are positive definite matrices that shape
the dynamics of the sliding surfaces.

2.2.2. Control Law

The control input u is designed to drive the sliding surfaces Sy (x), Sg(x), and Sy(x)
to zero in finite time. It consists of an equivalent control u,; and a switching control us:

u = ng + Ug (12)

Equivalent Control

The equivalent control u,; compensates for the system’s nominal dynamics:

Ueq,p = _B(P(x)_l (flP(x) + gbd - )\4;64;),
ueqrg = —Bg(X)il (fg(x) + éd - /\969), (13)
Ueqp = _BlP(x)il (flll(x) + l/}d - /\#’el/’)

Switching Control

The switching control us handles uncertainties and disturbances:

Us,p = —K¢tanh(5¢(x)),
Usg = —thanh(Sg(x)), (14)
Us,p = —Klptanh(Slp(x)),

where Ky, Ky, and Ky, are positive gain matrices.

By replacing the sign function sgn() with the hyperbolic tangent function tanh(),
the control law transitions more smoothly as the system approaches the sliding surface.
While the sign function introduces a sharp switch, leading to potential chattering near the
sliding surface, the hyperbolic tangent function provides a continuous and differentiable
approximation, reducing chattering and ensuring that the system reaches the sliding surface
more gradually. This smooth transition helps improve system stability and performance,
particularly in the presence of high-frequency disturbances or model uncertainties.

2.3. Adaptive and Fault-Tolerant Mechanisms

To enhance robustness, adaptive and fault-tolerant mechanisms are integrated:

2.3.1. Adaptive Gain Adjustment
The switching gain K is dynamically adjusted based on the sliding surface magnitude:

K(t) = Ko +7[IS(x)], (15)
where K| is the baseline gain and 7y is the adaptation rate parameter.

2.3.2. Fault-Tolerant Control

To enhance the robustness and reliability of the helicopter control system, particularly
in the presence of actuator/sensor faults or external disturbances, the fault-tolerant control
(FTC) strategies are incorporated into the existing SMC framework. These strategies are
designed to detect, isolate, and compensate for faults, ensuring the helicopter maintains
stable operation when the control system reconfigures itself by:

e Fault detection and isolation (FDI): Implementing FDI algorithms to detect and isolate
faults, ensuring system integrity.

*  Reconfiguring control parameters: Adjusting A and other control parameters to com-
pensate for faults.
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e  Utilizing redundancy: Leveraging redundant actuators and sensors to maintain control
despite component failures.

These enhancements ensure the SMC framework can robustly handle unexpected dis-
turbances and maintain stable control of the helicopter’s attitude, which are explained next.

2.3.3. Fault Detection and Isolation (FDI)

FDl is a critical component of FTC. The FDI system monitors the helicopter’s sensors
and actuators, identifying discrepancies that indicate potential faults.
The residual vector r(f) is calculated as:

r(t) = y(t) —9(t), (16)

where y(t) is the actual output from the sensors, and 7(t) is the estimated output based on
the nominal model of the system.
A fault is detected if the residual exceeds a predefined threshold:

lIr(t)]| > = Fault detected. (17)

Upon detecting a fault, the FDI system isolates the faulty component and provides
this information to the control system.

2.3.4. Reconfiguration of Control Parameters

Once a fault is detected and isolated, the control system adapts by reconfiguring its
parameters to compensate for the fault. The control parameters Ay, Ag, and Ay in the sliding
surfaces are adjusted as follows:

Ap = Ago + BAg,
Ao = Ag, + AAg, (18)
Ay = Ay + ANy,

where Ay, Ag,, and Ay, are the nominal values of the parameters, and AAy, Adg, and AAy
are the adjustments based on the detected fault.

These adjustments help maintain the desired system performance even in the presence
of component degradation or failure.

2.3.5. Redundancy and Control Allocation

The system can also leverage redundancy by redistributing control efforts among
the remaining operational actuators. Consider the control input vector u split among n
actuators, with a weighting matrix W that allocates the control effort:

u=Ww-u, (19)

where u' is the original control input vector and W is a reconfiguration matrix that adjusts
the distribution of control inputs based on the status of the actuators.

If an actuator fault is detected, the corresponding row in W is modified to reduce or
eliminate control input to the faulty actuator, reallocating it to the operational actuators:

w11 w12 ... 0 ... W1y
Wy W2 ... 0o ... Woy

W= . T (20)
Wyl Wy ... 0 ... wyy

where the zero entries correspond to the faulty actuator, effectively isolating it from the
control loop.
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2.3.6. Adaptive Sliding Mode Control

To further enhance fault tolerance, the control gains Ky(t), Kq(t), and Ky(t) are
adapted based on the sliding surface magnitude and detected faults:

Kp(t) = Kpo + 79 1Sp(x)[| + apAKy,
Ky(t) = Ko, + v6llSe(x)[| + agAKs, (21)
Ky (t) = Kyo + 1yplISy(x)[| + apAKy,

where Ky, Kg,, Ky, are the baseline gains, vy, Yo, 7y are the adaptation rates, and ap, g, ay
are fault-dependent gain adjustment factors.

2.3.7. Simulation Setup

The helicopter model is subjected based on a real helicopter study case called Nuntius-
02, belonging to Drone Hopper Research Center, and the details of this UAV are described
in Table 1. The control system’s response to these attacks is evaluated, demonstrating the
robustness and adaptability of the proposed SMC framework.

Table 1. Specification of the Nuntius-02 study case.

Component Parameter Value Dimension
MTOW 25 Kg
Mpr, 2 Kg
Height 64.4 cm
Length 157.6 cm
Length 54 cm
Fuselage Lex 543 kg-m?2
Ly 5.30 kg-m?
L, 1.36 kgm?
Vinax 120 km/h
Veruise 90 km/h
Blade number 2
Blade radii 90 cm
Blade tip Chord 15 cm
Blade tip Angle 8 deg
Propeller Nominal rotor rev. 1300 rpm
Thrust factor 2.16 x 1072 N-m?
Blaqe moment of 0.167 kg-m?
inertia (Ig)
Number 3 -
Avg. speed 0.16 s/60°
Servo flap Input signal 50 Hz
Rated torque 25 kg-cm

Additionally, the following parameters and equations were used to model the dynam-
ics and control of the Nuntius-02 helicopter.

2.4. Blade Moment of Inertia
The blade moment of inertia about the flap hinge is given by:

1 1
Ig = gmL2 = 3 x 0.5kg (1m)? = 0.167 kg - m?

2.5. Thrust Force

The thrust force generated by the rotor is calculated as:

T=Cr-p-A-Q?-R?*=0.005-1.225-77-(0.9)%- (136.1)>- (0.9)> = 148.56 N
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2.6. Rotor Flapping Motion
The flapping motion of the rotor blade is described by:

Mg Mg Mg
B =12 = 0167 152 ~ 37575

2.7. Rotational Dynamics

The rotational dynamics around the helicopter’s axes are expressed as:

W =] t-wx (] w))

where:
543 0 0
J=| 0 530 0 |kg-m?
0 0 136

2.8. Aerodynamic Damping
The aerodynamic damping is calculated as:

Cip-A-Q-R

=0.014257!
2m S

¢
Consequently, the following results in the next section were obtained from simulations
conducted in the Gazebo environment, utilizing parameters derived from a CAD model
of the Nuntius-02 helicopter described in Table 1. The simulation was performed using a
controller modified version of the PX4-Autopilot, running on an Ubuntu-based platform.
Key formats, such as SDF (simulation description format), were used to represent the
UAYV model and its physical properties accurately. This setup allowed for the precise
simulation of the UAV’s dynamics under various conditions, including disturbances and
control strategies.

3. Results

Simulation results show that the SMC-based control system successfully maintains
stability and performance in the presence of disturbances and attacks. The adaptive
and fault-tolerant mechanisms effectively compensate for anomalies, ensuring resilient
UAV operations.

Figure 2 illustrates the performance data of the Nuntius model helicopter controlled
by the secured SMC during 45 min of flight. The results are divided into several subplots,
each focusing on critical flight parameters and their respective control inputs.

e Altitude (top-left): The altitude plot displays the helicopter’s desired altitude (Z;)
versus the actual altitude (Z). The SMC effectively maintains the desired altitude with
minimal deviations, demonstrating its robustness in altitude control.

¢ Throttle (top-right): The throttle percentage plot shows the control effort required
to maintain and adjust altitude. Despite some fluctuations, the throttle remains
within an acceptable range, indicating the controller’s efficiency in managing the
helicopter’s power.

e  Flight trajectory (center): The 3D flight trajectory plot depicts the helicopter’s path
in the XY-plane over time. The trajectory is smooth and consistent, reflecting the
controller’s ability to guide the helicopter along a predefined path accurately.

* Roll, pitch, and yaw (bottom-left): These plots represent the helicopter’s roll (¢),
pitch (), and yaw () angles compared to their respective desired values. The con-
troller maintains these angles with high precision, ensuring stable and balanced flight.
The minor oscillations observed are typical in such dynamic systems and are well
within acceptable limits.
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*  Servo flap positions (bottom-right): The positions of the roll, pitch, and yaw servo flaps
are shown, indicating the control surface adjustments made to achieve the desired
flight dynamics. The servo responses are rapid and precise, reflecting the controller’s
ability to translate control commands into physical movements effectively.

Controller Data
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Figure 2. Performance of the helicopter’s control system in the presence of the secured algorithm,
highlighting various key parameters and their behavior over a 45-min flight. The subplots present
altitude, throttle, flight trajectory, roll, pitch, yaw, and corresponding servo flap positions.

Figure 3 shows the second performance data of the Nuntius helicopter controlled by
a secured SMC for a 45-min flight, applying random noise over the yaw angle between
minutes 10 and 20. The results are divided into several subplots, each focusing on critical
flight parameters and their respective control inputs.
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Figure 3. Performance data of the Nuntius helicopter controlled by a secured SMC during a 45-min

flight with random noise applied to the yaw angle between minutes 10 and 20. The subplots display

critical flight parameters and corresponding control inputs.

Altitude (top-left): The altitude subplot demonstrates the helicopter’s altitude control
performance. The actual altitude closely follows the desired altitude, indicating
robust altitude maintenance by the SMC. The controller’s ability to handle altitude
disturbances and maintain stability is evident, particularly when the yaw disturbance
is applied between 10 and 20 min.

Throttle (top-right): The throttle input percentage is plotted over time, showing how
the SMC adjusts the throttle to counteract the effects of disturbances. The plot reveals
that the controller modulates the throttle input smoothly, maintaining the desired
flight profile despite the random noise applied to the yaw.

Flight trajectory (center): The 3D flight trajectory plot illustrates the helicopter’s path
during the flight. Despite the yaw disturbances between minutes 10 and 20, the trajec-
tory shows minimal deviation, indicating that the SMC effectively compensates for
the disturbances. The SMC ensures the helicopter returns to the desired flight path,
demonstrating strong resilience and disturbance rejection.

Roll, pitch, and yaw (bottom-left):
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-  Roll: The roll angle plot shows the actual roll versus the desired roll angle.
The SMC maintains the roll angle within acceptable bounds, even under yaw
disturbances, illustrating the controller’s capability to manage cross-coupled
effects.

—  Pitch: Similar to roll, the pitch angle plot presents the actual and desired angles.
The SMC'’s control effectively mitigates pitch disturbances, maintaining stability
and alignment with the desired pitch trajectory.

- Yaw: The yaw plot highlights the impact of the random noise applied between
minutes 10 and 20. Despite the noise, the SMC manages to keep the actual yaw
close to the desired yaw, showcasing the controller’s robustness against yaw
disturbances.

Servo flap positions (bottom-right):

- Rollservo flaps: This subplot displays the roll servo positions over time. The SMC
adjusts the servo positions dynamically, indicating the control surface’s response
to counteract roll disturbances and maintain stability.

—  Pitchservo flaps: The plot shows the pitch servo positions, where the SMC adjusts
the controls to correct any deviations in pitch. The control responses are smooth,
reflecting the SMC'’s ability to handle pitch disturbances effectively.

- Yaw servo flaps: The yaw servo positions are plotted, demonstrating the SMC’s
response to the induced yaw disturbances. The controller adjusts the servo
positions to maintain the desired yaw, even under random noise, highlighting
the system’s disturbance rejection capabilities.

Figure 4 shows the third performance data of the Nuntius helicopter controlled by

a secured SMC for a 30-min flight, applying assisted-manual commands after minute 20.
The results are divided into several subplots, each focusing on critical flight parameters
and their respective control inputs.

Altitude (top-left): The altitude subplot shows the helicopter’s altitude (red) and the
desired altitude (blue). At around minute 20, the pilot reduced the throttle, resulting
in a descent from 60 m to approximately 20-25 m. The secured SMC adjusted to this
change, demonstrating its capability to stabilize the helicopter despite the unexpected
manual input.

Throttle (top-right): The throttle subplot indicates a noticeable reduction at minute
20, corresponding with the pilot’s intervention. The controller responded by ad-
justing the throttle input to mitigate the descent rate and maintain control over the
aircraft’s altitude.

Flight trajectory (center): The 3D plot of the flight trajectory illustrates the helicopter’s
path, with notable changes in altitude and horizontal positioning after minute 20.
Despite the pilot’s manual commands, the SMC maintained a controlled descent and
kept the helicopter within a manageable flight envelope.

Roll, pitch, and yaw (bottom-left):

-  Roll: The roll angle plot shows increased activity after minute 20, where the pilot’s
manual inputs caused fluctuations in the roll angle. The SMC compensated by
adjusting the roll control inputs to stabilize the helicopter.

—  Pitch: Similar to roll, the pitch angle plot displays increased fluctuations post
minute 20 due to manual inputs. The controller’s corrective actions are evident,
as it worked to maintain the desired pitch despite the disturbances.

- Yaw: The yaw plot demonstrates the manual yaw adjustments made by the
pilot. The SMC managed to control the yaw movements, keeping them within
acceptable limits and preventing excessive deviation from the desired trajectory.

Servo flap positions (bottom-right):

- Roll servo flaps: The roll servo positions show significant activity as the controller
worked to counteract the manual roll inputs and maintain stability.
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—  Pitch servo flaps: The pitch servo positions also reflect the controller’s adjust-
ments to the manual pitch inputs, highlighting the SMC’s ability to manage
unexpected control inputs.

- Yaw servo flaps: The yaw servo positions illustrate the controller’s response to
manual yaw inputs, ensuring that the helicopter remained under control despite
the disturbances.

Controller Data
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Figure 4. Performance data of the Nuntius helicopter controlled by a secured SMC during a 35-min
flight. The pilot began sending assisted-manual commands at around minute 20, starting with a
throttle reduction. The data highlight the controller’s compensation for these inputs, maintaining
stability despite the manual interventions.

Figure 5 shows the third performance data of the Nuntius helicopter controlled by
a secured SMC for a 45-min flight, changing the route direction at around minute 30.
The results are divided into several subplots, each focusing on critical flight parameters
and their respective control inputs.



Appl. Syst. Innov. 2024, 7, 83 15 of 20

Controller Data

Z4 Throttle a
oz O Throttle

100 i i Altitude i i 100 i i Throttle i :
B f P 2 i " |
= 501 = 50F

1 = -
i . . . . . = . . . .
0 10 20 30 40 50 0 10 20 30 40 50
Time (min) N . Time (min)
Flight Trajectory
XY

200

Roll Servo Flaps Roll Servo Pos

| [
[
|
A 0
0 10 20 30 40 50 10 20 30 40 50
ad Time (min) Time (min)
o Pitch Pitch Servo Flaps Pitch Servo Pos
2l T _ 100 T T .
~ X
= 20t w =
| i " %]
| | | -100 | | | |
0 10 20 30 40 50 0 10 20 30 40 50
¥y Time (min) Time (min)
¥ Yaw 100 Yaw Servo Flaps
0 200f . S
g =
g £ 100F
= 200¢ @
) 200 : : : :
0 10 20 30 40 50 0 10 20 30 40 50
Time (min) Time (min)

Figure 5. Performance data of the Nuntius helicopter controlled by a secured SMC during a 45-min
flight. At around minute 30, a changing direction was applied to the roll loop to test the attitude
control performance. The figure showcases the helicopter’s response to this input across various
flight parameters.

e Altitude (top-left): The altitude subplot presents the actual altitude (in red) and the
desired altitude (in blue). Around minute 30, despite the roll direction change, the alti-
tude remains relatively stable, indicating effective control by the SMC in maintaining
vertical position.

¢ Throttle (top-right): The throttle input is shown to vary as the helicopter adjusts
to the changing roll commands around minute 30. The controller modulates the
throttle to manage power distribution, ensuring continued control over the altitude
and horizontal motion.

*  Flight trajectory (center): The 3D flight trajectory illustrates the helicopter’s path,
highlighting the region around minute 30 where the roll direction change was applied.
The trajectory shows a consistent pattern with minimal deviation, indicating that the
SMC maintained stability and effectively managed the attitude adjustment.

*  Roll, pitch, and yaw (bottom-left):

—  Roll: The roll angle subplot captures the actual (red) and desired (blue) roll angles,
particularly focusing on the period around minute 30. The data show an increase
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in roll activity, demonstrating the SMC’s response to the manual input and its
ability to stabilize the roll despite the disturbance.

- Pitch: The pitch angle remains relatively stable during the roll direction change,
indicating that the SMC effectively isolated the pitch control from the roll distur-
bance, maintaining the desired pitch angle.

—  Yaw: The yaw angle subplot shows the yaw response, with the SMC managing to
keep yaw disturbances minimal during the roll adjustment, ensuring coordinated
control of the aircraft’s attitude.

Servo flap positions (bottom-right):

- Roll servo flaps: The roll servo positions indicate significant activity around
minute 30, as the SMC adjusts the control surfaces to manage the changing roll
direction. The servos’ responses highlight the controller’s ability to adapt to
changing conditions swiftly.

- Pitch servo flaps: The pitch servo positions show minimal deviation, reflecting
the controller’s focus on maintaining a stable pitch despite the roll inputs.

- Yaw servo flaps: The yaw servo positions illustrate the minor adjustments made
to maintain directional stability, complementing the roll and pitch control efforts.

Altitude (top-left): The altitude plot shows the actual altitude (in red) and the desired
altitude (in blue). At approximately minute 12, the altitude climbs sharply from 5 m to
60 m as the control mode switches from manual to automatic. Another notable change
occurs around minute 35, where the altitude adjusts to around 30 m, showcasing the
SMC’s capacity to manage altitude transitions smoothly.

Throttle (top-right): The throttle input subplot highlights the controller’s adjustments
to accommodate the changes in altitude. During the transitions at minutes 12 and 35,
the throttle increases correspondingly, demonstrating the controller’s responsiveness
to altitude commands and its ability to stabilize the helicopter.

Flight trajectory (center): The 3D flight trajectory plot illustrates the helicopter’s path,
emphasizing the altitude changes at the specified times. The plot shows a controlled
ascent and descent, indicating the SMC'’s effectiveness in managing the transitions
between different altitudes and control modes.

Roll, pitch, and yaw (bottom-left):

—  Roll: The roll angle plot indicates minor fluctuations during the altitude changes,
with the SMC maintaining stability and closely following the desired roll angle.

- Pitch: The pitch angle plot shows consistent control during the flight, with the
pitch remaining stable even during the altitude transitions at minutes 12 and 35.

- Yaw: The yaw angle subplot highlights the controller’s ability to maintain direc-
tional stability during the altitude changes and control mode transitions, with min-
imal deviations from the desired yaw angle.

Servo flap positions (bottom-right):

- Roll servo flaps: The roll servo flap positions reflect the adjustments made by
the SMC to stabilize the helicopter during the altitude transitions and control
mode changes.

—  Pitch servo flaps: The pitch servo flap positions show the SMC'’s active man-
agement of pitch stability, particularly during the altitude changes, ensuring
smooth control.

- Yaw servo flaps: The yaw servo positions depict the control inputs made to
maintain yaw stability, demonstrating the SMC'’s ability to handle directional
changes effectively.

Overall the strength points of Figures 2-5 rather than Figure 6 could be highlighted as

follows:
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*  Robust altitude control: The SMC shows excellent performance in maintaining the
desired altitude, even with potential disturbances, demonstrating its reliability and
robustness.

e  Efficient throttle management: The throttle control is stable, ensuring efficient power
usage and smooth altitude adjustments.

¢ Accurate trajectory following: The helicopter’s flight path is well-managed, highlight-
ing the controller’s precision in following the intended trajectory.

e  Stable attitude control: The roll, pitch, and yaw angles are maintained with high
accuracy, contributing to the overall stability and safety of the helicopter.

*  Responsive servo control: The servo flap positions indicate a responsive and precise
control system capable of quick adjustments, essential for maintaining flight stability
and performance.
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Figure 6. Performance data of the Nuntius helicopter controlled by a secured SMC during a 50-min
flight. The flight includes transitions between manual and automatic control modes, with significant
altitude changes at around minute 12 and minute 35. The figure evaluates the controller’s performance
in maintaining stability and handling these transitions.

4. Conclusions

This paper presents a robust sliding mode control (SMC) framework specifically
tailored to enhance the security and resilience of unmanned aerial vehicles (UAVs) in
challenging environments. The integration of adaptive and fault-tolerant mechanisms into
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the SMC design ensures that the UAV maintains stability and performance even in the
presence of disturbances, faults, and cyber-physical attacks. The successful implementation
and simulation on a helicopter UAV platform, Nuntius-02, demonstrate the practical
effectiveness of the proposed control strategy.

Simulation results show that the SMC-based control system effectively maintains the
UAV’s stability across various scenarios, including significant disturbances and simulated
attacks. The adaptive mechanisms were particularly effective in dynamically adjusting
control parameters in real time, thereby mitigating the effects of unexpected anomalies.
Moreover, the fault-tolerant aspects of the control strategy ensured continued operation de-
spite simulated component failures, with the UAV consistently following its intended flight
path and maintaining the desired altitude and attitude. Also, the figures provided demon-
strate the effectiveness of the SMC-based control framework in handling high-frequency
disturbances: Figures 2 and 3 highlight the controller’s performance when random noise is
applied to the yaw angle, simulating high-frequency disturbances. The SMC maintained
stability, with minimal deviations in key flight parameters. Figure 5 shows the helicopter’s
response to a sudden change in the roll direction. The controller effectively managed this
disturbance, maintaining stable flight. Figures 4 and 6 illustrate the system’s robustness
during transitions between manual and automatic modes, including sharp altitude changes,
demonstrating the SMC’s ability to handle rapid disturbances. These results confirm the
controller’s robustness against high-frequency disturbances, ensuring stable UAV operation
under challenging conditions.

Despite the advancements presented in this study, some limitations warrant further
exploration. The reliance on simulation environments for testing the SMC-based frame-
work may not fully capture the complexities and unpredictabilities of real-world UAV
operations. Thus, experimental validation in real-world settings is necessary to confirm the
robustness and effectiveness of the framework under diverse and dynamic conditions. Ad-
ditionally, the study’s focus on a specific UAV platform may limit the generalizability of the
findings, suggesting a need to apply this framework across different UAV configurations.
Future work could also expand the range of tested attack scenarios and incorporate more
sophisticated anomaly-detection algorithms. Moreover, the development of hybrid control
strategies, combining SMC with other advanced control techniques, could offer enhanced
robustness and flexibility, paving the way for more secure and reliable UAV operations in
increasingly complex and hostile environments.
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